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1. Motivation
The Attacker's Insight

Model parameters have unequal impact. 
Altering redundant parameters reduces both 
attack stealthiness and effectiveness.

The Defender's Oversite
Existing methods focus on the overall statistics 
of client updates, ignoring attacks on specific 
parameters.

Our Poisoned Pill Approach
We propose an attack-agnostic augmentation 
that injects poison only into a critical subnet, 
bypassing current defenses and underscoring 
the urgent need for more robust and fine-
grained detection mechanisms
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Random Start Point Selection

Step 2
Layer-wise Searching

Step 3
Output Neuron Pairing 

Step 4
Pill Mask Construction 

<latexit sha1_base64="4i/c+HfKpr+14Kj4jE4iqo9S9vQ=">AAAB9XicdVBPS8MwHE3nvzn/TT16CQ7BU0l1tR6HXrwIE9wmbHWkabqFpU1JUmWUfQ8vHhTx6nfx5rcx3Sao6IOQx3u/H3l5QcqZ0gh9WKWFxaXllfJqZW19Y3Orur3TViKThLaI4ELeBFhRzhLa0kxzepNKiuOA004wOi/8zh2VionkWo9T6sd4kLCIEayNdNsLBA/VODZXfjnpV2vI9jzPdTyIbAehY88tSN1xXBc6NpqiBuZo9qvvvVCQLKaJJhwr1XVQqv0cS80Ip5NKL1M0xWSEB7RraIJjqvx8mnoCD4wSwkhIcxINp+r3jRzHqohmJmOsh+q3V4h/ed1MR6d+zpI00zQhs4eijEMtYFEBDJmkRPOxIZhIZrJCMsQSE22KqpgSvn4K/yftI9s5sd2req1xNq+jDPbAPjgEDvBAA1yAJmgBAiR4AE/g2bq3Hq0X63U2WrLmO7vgB6y3T3aukys=</latexit>

M
<latexit sha1_base64="0gnX0+CjuvteDN5zqnmtY3l3jsw=">AAAB/nicdVDLSsNAFJ3UV62vqLhyM1gEVyFp1dZd0Y0boYKthTaEyWTSDp1MwsxEKCHgr7hxoYhbv8Odf+OkraCiB4Z7OPde7pnjJ4xKZdsfRmlhcWl5pbxaWVvf2Nwyt3e6Mk4FJh0cs1j0fCQJo5x0FFWM9BJBUOQzcuuPL4r+7R0Rksb8Rk0S4kZoyGlIMVJa8sy9gR+zQE4iXbKr3MsCKnHumVXbsptnjZoDbauui13XpNGsaUDHsqeogjnanvk+CGKcRoQrzJCUfcdOlJshoShmJK8MUkkShMdoSPqachQR6WZT+zk81EoAw1joxxWcqt83MhTJwqGejJAayd+9Qvyr109V2HQzypNUEY5nh8KUQRXDIgsYUEGwYhNNEBZUe4V4hATCSidW0SF8/RT+T7o1yzm1Tq6Pq63zeRxlsA8OwBFwQAO0wCVogw7AIAMP4Ak8G/fGo/FivM5GS8Z8Zxf8gPH2CaVwlps=</latexit>

Mdisc

Pill’s Candidate Parameter Pill’s Irrelevant Parameter Pill’s Mask Parameter Disconnection Mask Parameter

3. Pill Construction
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4. Pill Poisoning

We reuse existing attacks without any intrusive 
modification but replacing the reference model 
update with an extra-trained one.

Pill Blueprint Design

Dynamic Pill Search

5. Pill Injection

6. Evaluation Results
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(a) IID, Trim Attack (b) IID, Krum Attack (c) IID, Sign-flipping Attack (d) IID, Min-Max Attack

(e) Non-IID, Trim Attack (f) Non-IID, Krum Attack (g) Non-IID, Sign-flipping Attack (h) Non-IID, Min-Max Attack
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