
1) How to identify BC layers? 
2) How to utilize BC layers to bypass defenses algorithms?

v We propose Layer Substitution Analysis, a novel method that 
recognizes backdoor-critical layers, which naturally fits into FL 
attackers’ context.

v We design two effective layer-wise backdoor attack methods, that 
successfully inject backdoor to BC layers and bypass SOTA defense 
methods without decreasing the main task accuracy.

v Our evaluation on a wide range of models and datasets shows that the 
proposed layer-wise backdoor attack methods outperform existing 
backdoor attacks, such as DBA [1], on both main task accuracy and 
backdoor success rate under SOTA defense methods.
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Table 2. Main task accuracy and BSR on Non-IID datasets.

Figure 1. (a) The changes in BSR of the malicious model with a layer substituted 
from the benign model. (b) The changes of BSR of the benign model with layer(s) 
substituted from the malicious
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Figure 2. Identifying BC layers with Layer Substitution Analysis.

v Step 1: Train on the clean dataset and retrain on the malicious dataset. 
v Step 2: Insert benign layer into the malicious model and evaluate BSR.
v Step 3: Insert malicious layers into the benign model and then evaluate BSR.

v For Layer-wise poisoning (LP) attack, we decrease the distance 
between malicious models and benign models by poisoning BC layers.

Figure 7. : Attacking a fixed number of BC layers or non-BC layers under FLAME 
training ResNet18 on IID CIFAR-10 dataset.

Ø Poisoning BC Layers in FL

where 𝑣 is the set of BC layers, λ is a hyperparameter for scaling, and 
uaverage is the mean of simulated benign models.

v For Layer-wise flipping (LF) attack, we flip the signs of parameters in 
BC layers, where backdoor attack is neutralized by flipping from 
defenses.


