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Abstract

Given the high cost of large language model (LLM) training
from scratch, safeguarding LLM intellectual property (IP) has
become increasingly crucial. As the standard paradigm for IP
ownership verification, LLM fingerprinting thus plays a vi-
tal role in addressing this challenge. Existing LLM finger-
printing methods verify ownership by extracting or injecting
model-specific features. However, they overlook potential at-
tacks during the verification process, leaving them ineffective
when the model thief fully controls the LLM’s inference pro-
cess. In such settings, attackers may share prompt-response
pairs to enable fingerprint unlearning, or manipulate outputs
to evade exact-match verification. We propose iSeal, the first
fingerprinting method designed for reliable verification when
the model thief controls the suspected LLM in an end-to-end
manner. It injects unique features into both the model and
an external module, reinforced by an error-correction mecha-
nism and a similarity-based verification strategy. These com-
ponents are resistant to verification-time attacks, including
collusion-based fingerprint unlearning and response manip-
ulation, backed by both theoretical analysis and empirical re-
sults. iSeal achieves 100% Fingerprint Success Rate (FSR)
on 12 LLMs against more than 10 attacks, while baselines
fail under unlearning and response manipulations. The source
code, data, and/or other artifacts have been made available at:
https://github.com/kitaharasetusna/iSeal.git. 1

1 Introduction
Large language models (LLMs) have recently achieved re-
markable success in a wide range of applications (Zhou et al.
2025; Singh et al. 2025; Zeng et al. 2025). However, training
LLMs from scratch remains expensive in terms of computa-
tional resources and financial cost (Meta AI 2024). There-
fore, LLMs constitute valuable intellectual property (IP) for
the model owner, making it critical to build reliable finger-
printing methods for IP ownership verification.

In practice (Grotto et al. 2024; The Fashion Law 2024)
of LLM ownership verification, model thieves often ac-
quire proprietary models through internal leaks or security

Copyright © 2026, Association for the Advancement of Artificial
Intelligence (www.aaai.org). All rights reserved.
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Type Method Suspected
Model

Forgery
Resistance

External
Secret

Verification
Robustness

Passive

HuRef White Box ✁ ✂ ✁
REEF White Box ✁ ✁ ✁
ProFLingo Black Box ✁ ✁ ✁
TRAP Black Box ✁ ✁ ✁

Proac-
tive

WLM Black Box ✂ ✁ ✁
IF Black Box ✂ ✁ ✁
iSeal (Ours) Black Box ✂ ✂ ✂

Table 1: Comparison between iSeal and existing methods,
including HuRef (Zeng et al. 2024), REEF (Zhang et al.
2024b), ProFLingo (Jin et al. 2024), TRAP (Gubri et al.
2024), WLM (Gu et al. 2022), and IF (Xu et al. 2024a).

breaches, and deploy model copies as public APIs for profit.
Since model thieves control both the model weights and the
inference process, they can employ diverse attacks that ren-
der unprotected fingerprinting-based verification ineffective.
Furthermore, since the verifier only has black-box access,
lacking visibility into model weights or internal states, own-
ership verification becomes significantly more challenging.
As summarized in Table 1, existing fingerprinting methods
can be classified into passive and proactive approaches, de-
pending on whether the fingerprint is proactively injected
during training (Li et al. 2025). Passive methods (Zeng et al.
2024; Zhang et al. 2024b; Jin et al. 2024; Gubri et al. 2024)
extract model-specific features after training has completed
for ownership verification. However, passive methods do
not alter the model itself, and therefore lack forgery resis-
tance (Li et al. 2023): anyone with the API access can ex-
tract similar features and falsely claim ownership. In con-
trast, proactive methods (Gu et al. 2022; Xu et al. 2024a)
embed unique ownership signatures into the model during
training, ensuring only the rightful owner can perform suc-
cessful verification. However, existing proactive methods
are vulnerable to fingerprint removal, as they lack an ex-
ternal secret, i.e. the fingerprint is embedded solely in the
model weights and can be removed by an adversary with
full access. Moreover, in practical scenarios (e.g., a lawsuit),
proactive methods require the model owner or a third-party
verifier to publicly present at least one prompt-response pair,
even to the model thief, to demonstrate ownership. However,
if the model thief colludes with another adversary, they may
exploit the disclosed prompt-response pair to simply unlearn
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Figure 3: Resistance of iSeal to unlearning: the result is averaged over three state-of-the-art unlearning methods.

base models and the fingerprinted models, indicating that is
feasible for iSeal to achieve 100% FSR in fingerprint verifi-
cations (this is justifed in Figure 3, 5, and 6).
Harmlessness. Since proactive fingerprinting methods re-
quire manipulating model weights of LLMs, we evaluate the
harmlessness of iSeal by comparing model performance be-
fore and after injecting the fingerprint. Table 2 shows that
iSeal causes minimal performance drop on 0-shot Super-
GLUE, and the effect is further reduced with the growth of
model weights. This is because our method only needs to up-
date a fixed size of parameters, the effect of which degrades
with the growth of model sizes (as the ratio of manipulated
weights is reduced). Moreover, since our method does not
use natural language as input, it has a much smaller impact
on model performance compared to previous works.
Persistence. Considering that a model thief might fine-tune
the stolen model on an unknown dataset to remove the fin-
gerprint, we also evaluate FSR after fine-tuning the finger-
printed model on Alpaca dataset that the base model has not
previously encountered during the training. Table 3 shows
that iSeal achieves a comparable level of persistence to
IF (Xu et al. 2024a). This suggests that our method does
not introduce additional difficulty in fingerprint injection,
thereby enabling similar persistence. Experiments with dif-
ferent temperatures can be found in the Appendix D.1.
Robustness. To ensure that no one can trigger the fingerprint
without access to the secret key K so that model thief can-
not reverse-engineer the fingerprint and remove it and no one
can overlcaim the model ownership by guessing, we conduct
experiments on robustness of iSeal to fingerprint guessing by
selecting three guessed keys and testing them on eleven fin-
gerprinted models: F1 denotes random hexadecimal strings
of the same length as the encoded input, F2 refers to hex
sequences generated by encoding the clean input using an
encoder initialized with a random key, F3 refers to hex se-
quences generated by encoding the clean input using an en-
coder initialized with a key that differs from the correct one
by only a single logit. F2 and F3 can be considered as adap-
tive attacks. Experiments show that all of them can not trig-
ger the fingerprint (i.e., 0% FSR), which is consistent with
the theoretical analysis in Section 4.
Efficiency. Since our method introduces no additional over-

Metric LLaMA2-7B LLaMA2-13B Mistral-7B Amber-7B

Vanilla 59% 60% 64% 54%
WLM 49% 49% 50% 48%
IF 50% 49% 49% 50%
iSeal 56% 59% 55% 53%

Table 2: Harmlessness of iSeal (Ours) and baselines, evalu-
ated on the 0-shot SuperGLUE benchmark.

Metric LLaMA2-7B LLaMA2-13B Mistral-7B Amber-7B

WLM 74.7% 76% 73.4% 75%
IF 100% 100% 100% 100%
iSeal 100% 100% 100% 100%

Table 3: Persistence of iSeal (Ours) and baselines. Each cell
indicates the FSR of different fingerprinting methods after
fine-tuning the model on the Alpaca dataset.

head (encoder initialization takes only 1 millisecond on an
Intel Core i7-9700K CPU), iSeal achieves comparable ef-
ficiency to IF. We evaluate runtime on LLaMa2-13B using
an A100 GPU: WLM requires 233.4 minutes to converge,
IF takes 5 minutes, and iSeal also completes in 5 minutes.
These results align with our earlier conclusion.

5.2 Robustness Analysis Against Potential
Attacks

Unlearning. In this section, we evaluate two additional at-
tack strategies beyond fine-tuning, which was explored in
prior works. To demonstrate the “verification robustness” of
iSeal, we simulate a scenario in which model thieves col-
lude (i.e., an adversary may obtain a query-response pair
during one lawsuit and share it with another party, who
then attempts to unlearn (Neel, Roth, and Sharifi-Malvajerdi
2021; Shen et al. 2025; Yu et al. 2025) it in order to ren-
der the fingerprint ineffective in subsequent cases) to re-
move the entire fingerprint by unlearning a single query-
response pair (x, y). This process can be formulated as fol-
lows: M

→ = arg maxM L(Mω(x), y). Figure 3 shows that
iSeal is resistant to unlearning, while the FSR of previous
methods drops significantly within the first few rounds. We
also verify that the model’s performance remains unchanged
after unlearning, indicating that the attacks are successful.
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base models and the fingerprinted models, indicating that is
feasible for iSeal to achieve 100% FSR in fingerprint verifi-
cations (this is justifed in Figure 3, 5, and 6).
Harmlessness. Since proactive fingerprinting methods re-
quire manipulating model weights of LLMs, we evaluate the
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iSeal causes minimal performance drop on 0-shot Super-
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model weights. This is because our method only needs to up-
date a fixed size of parameters, the effect of which degrades
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weights is reduced). Moreover, since our method does not
use natural language as input, it has a much smaller impact
on model performance compared to previous works.
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the stolen model on an unknown dataset to remove the fin-
gerprint, we also evaluate FSR after fine-tuning the finger-
printed model on Alpaca dataset that the base model has not
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that iSeal achieves a comparable level of persistence to
IF (Xu et al. 2024a). This suggests that our method does
not introduce additional difficulty in fingerprint injection,
thereby enabling similar persistence. Experiments with dif-
ferent temperatures can be found in the Appendix D.1.
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of the same length as the encoded input, F2 refers to hex
sequences generated by encoding the clean input using an
encoder initialized with a random key, F3 refers to hex se-
quences generated by encoding the clean input using an en-
coder initialized with a key that differs from the correct one
by only a single logit. F2 and F3 can be considered as adap-
tive attacks. Experiments show that all of them can not trig-
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head (encoder initialization takes only 1 millisecond on an
Intel Core i7-9700K CPU), iSeal achieves comparable ef-
ficiency to IF. We evaluate runtime on LLaMa2-13B using
an A100 GPU: WLM requires 233.4 minutes to converge,
IF takes 5 minutes, and iSeal also completes in 5 minutes.
These results align with our earlier conclusion.

5.2 Robustness Analysis Against Potential
Attacks

Unlearning. In this section, we evaluate two additional at-
tack strategies beyond fine-tuning, which was explored in
prior works. To demonstrate the “verification robustness” of
iSeal, we simulate a scenario in which model thieves col-
lude (i.e., an adversary may obtain a query-response pair
during one lawsuit and share it with another party, who
then attempts to unlearn (Neel, Roth, and Sharifi-Malvajerdi
2021; Shen et al. 2025; Yu et al. 2025) it in order to ren-
der the fingerprint ineffective in subsequent cases) to re-
move the entire fingerprint by unlearning a single query-
response pair (x, y). This process can be formulated as fol-
lows: M

→ = arg maxM L(Mω(x), y). Figure 3 shows that
iSeal is resistant to unlearning, while the FSR of previous
methods drops significantly within the first few rounds. We
also verify that the model’s performance remains unchanged
after unlearning, indicating that the attacks are successful.
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Figure 6: Sensitivity analysis on the layer number N for the
encoder.

This is because prior works use one-to-one or one-to-all
mappings, which remain vulnerable to unlearning. Even re-
placed with |D| unrelated samples, they fail. See ablation
study for our AES-based variant. In contrast, our method is
proven to exhibit diffusion and confusion properties, such
that unlearning limited query-response pair is insufficient to
remove the entire fingerprint.
Response Manipulation Attacks. In practice, a model thief
may manipulate the response to bypass the ownership veri-
fication of the fingerprint. Thereby, we test iSeal and base-
lines with different attacks (i.e., word deletion attack (Zhang
et al. 2024c), word addition attack (Qu et al. 2025), syn-
onym replacement attack (Zhang et al. 2024c), paraphrasing
attack (Zhang et al. 2024c), copy paste attack (Yoo, Ahn,
and Kwak 2023) and homoglyph attack (Kirchenbauer et al.
2023)). Figure 4 shows that our method is resistant to vari-
ous attacks, while the FSR of prior works drops significantly
under manipulations such as word deletion attacks. This is
primarily because our ownership verification does not rely
on exact matching, making it more robust to response ma-
nipulations. Moreover, the comparison with iSeal without
the RSC component shows that RSC enhances the robust-
ness of iSeal against such attacks. Detailed proof and more
attacks can be found in the Appendix D.1.

LLaMA2
7B

LLaMA2
13B

Mistral
7B

Amber
7B

iSeal 100% 100% 100% 100%
iSeal w/o freezing 0% 0% 0% 0%
iSeal w/o encoder 0% 0% 2% 1%

Table 4: Ablation studies of iSeal. Each cell represents FSR
of iSeal trained with the same number of epochs.

5.3 Sensitivity Analysis and Ablation Studies
Sensitivity Analysis on the Ownership Verification
Threshold ω. To measure the model ownership verifica-
tion accuracy of iSeal under different ω, the F1-score is eval-
uated using 100 samples fed into the base model and another
100 samples into the fingerprinted model. Higher values in-
dicate better accuracy in distinguishing fingerprinted models
from base models. Figure 5 shows that iSeal works well with
a wide range of ω. This is because our method successfully
separates base model and the fingerprinted model as shown
in Figure 2. In practice, we can apply Bayesian decision on
the training data to get the optimal threshold.
Sensitivity Analysis on the Encoder E. We observe in Fig-
ure 6 that a wide range of N work effectively, although more
complex structures tend to converge slowly. Following the
principle of parsimony, we adopt the simplest architecture
that works: a two-layer linear model, used in all other exper-
iments in this paper. In practice, more complex models can
be employed to enhance secrecy if needed. More discussions
on different structures are in the Appendix D.4.
Ablation Studies. As discussed in the design of iSeal, there
are two key components whose effectiveness is evaluated
through ablation studies: (1) freezing the encoder during
training, and (2) using a learned encoder instead of a tra-
ditional cryptographic method such as AES. Table 4 shows
that iSeal converges faster than both the variant that jointly
trains the encoder and the one that replaces our encoder with
AES, the curve of which can be found in the Appendix D.4.

6 Conclusion
In this paper, we propose the first fingerprinting method that
enables reliable ownership verification in a realistic black-
box setting where the model thief fully controls the sus-
pect model. Unlike prior methods, which fail under com-
mon attacks in this scenario, our approach remains effective
by combining forgery resistance, an external secret, and ro-
bust verification. With components that offer provable secu-
rity, iSeal achieves 100% FSR across extensive experiments
where previous methods drop to 0%.
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Figure 2: Effectiveness (%) of iSeal in reconstructing plaintexts from ciphertexts, where the x-axis indicates ciphertext indices.

the encoder is a linear residual network. This result can be
extended to nonlinear encoders by approximating their for-
ward propagation through linearization techniques, such as
Jacobian-based linearization.
Theorem 1 (Diffusion) Keeping the secret key K un-
changed, if any bit of the plaintext x is changed to obtain
x

→, approximately half of the bits in the ciphertext y should
change. Similarly, if one bit of the ciphertext y is changed,
about half of the bits in the plaintext x should change.
Theorem 2 (Confusion) Keeping the plaintext unchanged,
if any bit of the secret key is changed, more than half of the
ciphertext bits will be changed, and the other way around.
Corollary 1 iSeal cannot be reverse-engineered and re-
moved with limited observations, as each ciphertext token is
jointly determined by all tokens in the plaintext. This design
satisfies the principles of diffusion and confusion, ensuring
that a small number of observations is insufficient to recover
or replicate iSeal. Due to space limitations, the proofs of the
theorems and the lemma are provided in the Appendix A.1.

5 Evaluation
In this section, we evaluate the effectiveness, harmlessness,
persistence, robustness, and efficiency of iSeal following the
benchmark proposed by one representative work (Xu et al.
2024a). We also design experiments to demonstrate the veri-
fication robustness of our method (resistance to verification-
time attacks, such as unlearning and response manipula-
tions). Additionally, we conduct further evaluations, includ-
ing effectiveness assessment, sensitivity analysis, and abla-
tion studies, to underscore the superiority of iSeal. Exper-
iments on more attacks, fingerprints (i.e., EditMark, Plu-
gAE), LLMs, datasets, and ablation studies can be found
in the Appendix. All experiments are conducted on a single
A100 GPU.
Models & Datasets. We investigate 12 prominent LLMs
with decoder-only or encoder-decoder architecture and pa-
rameter size up to 13B, including OPT-125M (Zhang et al.
2022), LLaMA2 7B & 13B (Touvron et al. 2023), LLaMA3
7B (Meta AI 2024), Mistral 7B (Jiang and Mistral AI 2023),
LLM360 Amber 7B (Team 2024), Vicuna v1.5 7B (Chi-
ang et al. 2023), RedPajama (Together Team 2023), Pythia
6.9B (Biderman et al. 2023), GPT-J 6B (Wang and Komat-
suzaki 2021), and mT5 11B (Xue et al. 2021). We focus on

base models rather than fine-tuned variants, as they better re-
flect publisher-owned deployments. Results on LLaMA3 are
in the Appendix D.3. We use AG’s News Corpus (Zhang,
Zhao, and LeCun 2015) as the primary plaintext dataset,
with additional results on DailyDialog (Li et al. 2017) and
arXiv Abstracts (Clement et al. 2019) in the Appendix D.3
to show generality. Following (Xu et al. 2024a), we fine-tune
LLMs on the 52K Alpaca dataset to evaluate fingerprint per-
sistence.
Metrics. To demonstrate the effectiveness of iSeal we
use two metrics. First, we evaluate the similarity be-
tween the LLM responses and the plaintext using BLEU
scores (Papineni et al. 2002), which serve as an indica-
tor of how effectively iSeal has been injected into the
LLMs. We compute the BLEU score between the generated
text x

→ and the reference plaintext x as: BLEU(x→
, x) =

BP(x→
, x)exp

(∑
N

n=1 wn log pn(x→
, x)

)
, where pn(x→

, x)

denotes the modified n-gram precision between x
→ and x,

wm = 1/n, and BP(x→
, x) is the brevity penalty. Second,

we measure the success rate of verification using Fingerprint
Success Rate (FSR) following previous works (Xu et al.
2024a,b; Cai et al. 2024): FSR = 1

n

∑
n

i=1 1[M(y) = x],
where n represents the number of fingerprint pairs (for fair
comparisons, we use the same n for different fingerprinting
methods in this section). As for harmlessness, we evaluate
the zero-shot performance of different LLMs on the Super-
GLUE benchmark (Wang et al. 2019) after injecting the fin-
gerprints. All evaluations are based on the aforementioned
metrics.
Baselines. As discussed in Preliminaries, we compare iSeal
with two representative proactive fingerprinting methods,
WLM (Gu et al. 2022) and IF (Xu et al. 2024a), as oth-
ers are simple adaptations of them and lack public codes.
Additional discussions and experiments comparing iSeal
with other fingerprinting methods can be found in the Ap-
pendix D.2.

5.1 Main Results
Effectiveness. To demonstrate that our method is effective
and avoids ownership overclaim on untrained models, we
plot sample-wise BLEU scores by evaluating 100 samples
on both the base model and the model injected with our fin-
gerprint. Figure 2 shows that iSeal successfully separates the
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the encoder is a linear residual network. This result can be
extended to nonlinear encoders by approximating their for-
ward propagation through linearization techniques, such as
Jacobian-based linearization.
Theorem 1 (Diffusion) Keeping the secret key K un-
changed, if any bit of the plaintext x is changed to obtain
x

→, approximately half of the bits in the ciphertext y should
change. Similarly, if one bit of the ciphertext y is changed,
about half of the bits in the plaintext x should change.
Theorem 2 (Confusion) Keeping the plaintext unchanged,
if any bit of the secret key is changed, more than half of the
ciphertext bits will be changed, and the other way around.
Corollary 1 iSeal cannot be reverse-engineered and re-
moved with limited observations, as each ciphertext token is
jointly determined by all tokens in the plaintext. This design
satisfies the principles of diffusion and confusion, ensuring
that a small number of observations is insufficient to recover
or replicate iSeal. Due to space limitations, the proofs of the
theorems and the lemma are provided in the Appendix A.1.

5 Evaluation
In this section, we evaluate the effectiveness, harmlessness,
persistence, robustness, and efficiency of iSeal following the
benchmark proposed by one representative work (Xu et al.
2024a). We also design experiments to demonstrate the veri-
fication robustness of our method (resistance to verification-
time attacks, such as unlearning and response manipula-
tions). Additionally, we conduct further evaluations, includ-
ing effectiveness assessment, sensitivity analysis, and abla-
tion studies, to underscore the superiority of iSeal. Exper-
iments on more attacks, fingerprints (i.e., EditMark, Plu-
gAE), LLMs, datasets, and ablation studies can be found
in the Appendix. All experiments are conducted on a single
A100 GPU.
Models & Datasets. We investigate 12 prominent LLMs
with decoder-only or encoder-decoder architecture and pa-
rameter size up to 13B, including OPT-125M (Zhang et al.
2022), LLaMA2 7B & 13B (Touvron et al. 2023), LLaMA3
7B (Meta AI 2024), Mistral 7B (Jiang and Mistral AI 2023),
LLM360 Amber 7B (Team 2024), Vicuna v1.5 7B (Chi-
ang et al. 2023), RedPajama (Together Team 2023), Pythia
6.9B (Biderman et al. 2023), GPT-J 6B (Wang and Komat-
suzaki 2021), and mT5 11B (Xue et al. 2021). We focus on

base models rather than fine-tuned variants, as they better re-
flect publisher-owned deployments. Results on LLaMA3 are
in the Appendix D.3. We use AG’s News Corpus (Zhang,
Zhao, and LeCun 2015) as the primary plaintext dataset,
with additional results on DailyDialog (Li et al. 2017) and
arXiv Abstracts (Clement et al. 2019) in the Appendix D.3
to show generality. Following (Xu et al. 2024a), we fine-tune
LLMs on the 52K Alpaca dataset to evaluate fingerprint per-
sistence.
Metrics. To demonstrate the effectiveness of iSeal we
use two metrics. First, we evaluate the similarity be-
tween the LLM responses and the plaintext using BLEU
scores (Papineni et al. 2002), which serve as an indica-
tor of how effectively iSeal has been injected into the
LLMs. We compute the BLEU score between the generated
text x

→ and the reference plaintext x as: BLEU(x→
, x) =

BP(x→
, x)exp

(∑
N

n=1 wn log pn(x→
, x)

)
, where pn(x→

, x)

denotes the modified n-gram precision between x
→ and x,

wm = 1/n, and BP(x→
, x) is the brevity penalty. Second,

we measure the success rate of verification using Fingerprint
Success Rate (FSR) following previous works (Xu et al.
2024a,b; Cai et al. 2024): FSR = 1

n

∑
n

i=1 1[M(y) = x],
where n represents the number of fingerprint pairs (for fair
comparisons, we use the same n for different fingerprinting
methods in this section). As for harmlessness, we evaluate
the zero-shot performance of different LLMs on the Super-
GLUE benchmark (Wang et al. 2019) after injecting the fin-
gerprints. All evaluations are based on the aforementioned
metrics.
Baselines. As discussed in Preliminaries, we compare iSeal
with two representative proactive fingerprinting methods,
WLM (Gu et al. 2022) and IF (Xu et al. 2024a), as oth-
ers are simple adaptations of them and lack public codes.
Additional discussions and experiments comparing iSeal
with other fingerprinting methods can be found in the Ap-
pendix D.2.

5.1 Main Results
Effectiveness. To demonstrate that our method is effective
and avoids ownership overclaim on untrained models, we
plot sample-wise BLEU scores by evaluating 100 samples
on both the base model and the model injected with our fin-
gerprint. Figure 2 shows that iSeal successfully separates the
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Figure 3: Resistance of iSeal to unlearning: the result is averaged over three state-of-the-art unlearning methods.

base models and the fingerprinted models, indicating that is
feasible for iSeal to achieve 100% FSR in fingerprint verifi-
cations (this is justifed in Figure 3, 5, and 6).
Harmlessness. Since proactive fingerprinting methods re-
quire manipulating model weights of LLMs, we evaluate the
harmlessness of iSeal by comparing model performance be-
fore and after injecting the fingerprint. Table 2 shows that
iSeal causes minimal performance drop on 0-shot Super-
GLUE, and the effect is further reduced with the growth of
model weights. This is because our method only needs to up-
date a fixed size of parameters, the effect of which degrades
with the growth of model sizes (as the ratio of manipulated
weights is reduced). Moreover, since our method does not
use natural language as input, it has a much smaller impact
on model performance compared to previous works.
Persistence. Considering that a model thief might fine-tune
the stolen model on an unknown dataset to remove the fin-
gerprint, we also evaluate FSR after fine-tuning the finger-
printed model on Alpaca dataset that the base model has not
previously encountered during the training. Table 3 shows
that iSeal achieves a comparable level of persistence to
IF (Xu et al. 2024a). This suggests that our method does
not introduce additional difficulty in fingerprint injection,
thereby enabling similar persistence. Experiments with dif-
ferent temperatures can be found in the Appendix D.1.
Robustness. To ensure that no one can trigger the fingerprint
without access to the secret key K so that model thief can-
not reverse-engineer the fingerprint and remove it and no one
can overlcaim the model ownership by guessing, we conduct
experiments on robustness of iSeal to fingerprint guessing by
selecting three guessed keys and testing them on eleven fin-
gerprinted models: F1 denotes random hexadecimal strings
of the same length as the encoded input, F2 refers to hex
sequences generated by encoding the clean input using an
encoder initialized with a random key, F3 refers to hex se-
quences generated by encoding the clean input using an en-
coder initialized with a key that differs from the correct one
by only a single logit. F2 and F3 can be considered as adap-
tive attacks. Experiments show that all of them can not trig-
ger the fingerprint (i.e., 0% FSR), which is consistent with
the theoretical analysis in Section 4.
Efficiency. Since our method introduces no additional over-

Metric LLaMA2-7B LLaMA2-13B Mistral-7B Amber-7B

Vanilla 59% 60% 64% 54%
WLM 49% 49% 50% 48%
IF 50% 49% 49% 50%
iSeal 56% 59% 55% 53%

Table 2: Harmlessness of iSeal (Ours) and baselines, evalu-
ated on the 0-shot SuperGLUE benchmark.

Metric LLaMA2-7B LLaMA2-13B Mistral-7B Amber-7B

WLM 74.7% 76% 73.4% 75%
IF 100% 100% 100% 100%
iSeal 100% 100% 100% 100%

Table 3: Persistence of iSeal (Ours) and baselines. Each cell
indicates the FSR of different fingerprinting methods after
fine-tuning the model on the Alpaca dataset.

head (encoder initialization takes only 1 millisecond on an
Intel Core i7-9700K CPU), iSeal achieves comparable ef-
ficiency to IF. We evaluate runtime on LLaMa2-13B using
an A100 GPU: WLM requires 233.4 minutes to converge,
IF takes 5 minutes, and iSeal also completes in 5 minutes.
These results align with our earlier conclusion.

5.2 Robustness Analysis Against Potential
Attacks

Unlearning. In this section, we evaluate two additional at-
tack strategies beyond fine-tuning, which was explored in
prior works. To demonstrate the “verification robustness” of
iSeal, we simulate a scenario in which model thieves col-
lude (i.e., an adversary may obtain a query-response pair
during one lawsuit and share it with another party, who
then attempts to unlearn (Neel, Roth, and Sharifi-Malvajerdi
2021; Shen et al. 2025; Yu et al. 2025) it in order to ren-
der the fingerprint ineffective in subsequent cases) to re-
move the entire fingerprint by unlearning a single query-
response pair (x, y). This process can be formulated as fol-
lows: M

→ = arg maxM L(Mω(x), y). Figure 3 shows that
iSeal is resistant to unlearning, while the FSR of previous
methods drops significantly within the first few rounds. We
also verify that the model’s performance remains unchanged
after unlearning, indicating that the attacks are successful.


